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spam@uce.gov.

STATS OF SCAMS

Symantec says its software blocked almost 289 million
extortion emails in the first five months of 2019.

The FBI’s Internet Crime Complaint Center (IC3)
documented 43,101 cases of online extortion in 2019,
with victims suffering losses of $107.5 million. Email

43,101 cases
-$107.5m

Scarns

»Warning signs
» poorly worded
»short deadline

> generic

SCAM EMAILS

» Extortion scams vs reward

» Tinker with email addresses

amazon Refund Notification

Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due to errors in your billing
information

REF CODE:2550CGE

You are required to provide us a valid billing address

After your information has been validated you should get your refund within 3
business days

We hope to see you again soon.
a 1]

Amazon.com
Email ID:
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Change Call Search Use Keep Cover
Change Call the Search Use two- Keep Cover the
password person or internet factor programs lens of
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PASSWORD MANAGERS

https://www.passwordmanagercomparison.com/2?gclid=CjOKCQiA34OBBhCcARIsAG32uv

* ok k

v

Dashlane Pass

Dash

@

Avira Passwor

* ok k ok
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Apps to Make Life Easier

www.smartcomputing.net

melody@smartcomputing.net

02/10/21



Smart Tech Seniors 3.0 02/10/21

Use
assword
) reon o (&) S
mentions
Use same . .
oassword (()Zrhck on links S’rorg‘
multiple attachments ‘sensmve.
accounts mfgrmo’non
online
DON'TS
7
1.Mark as spam
7 2.Delete spam emails.
S/mp/e t/7 in gS 3.Keep your email address private

oU cahn do to 4.Use a third-party spam filter
/{E’/p eliminate 5.Change your email address

spam e mails. 6.Maintain a throw away email

7.Unsubscribe from email lists

UNWANTED EMAILS

https://us.norton.com/internetsecurity-how-to-spam-spam-go-away.html
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»If you use Gmail, do the
following

1.0n your Android phone or
tablet, open the Gmail app .

2.0pen the message.

3.In the top right of the
message, tap More.

4. Tap report spam

<«

ggoQ - = 4 100%0

Move to

FINAL time®: ! gno0ze

More, Save Mo Change labels

JustFashionNc Mark important

tome ¥
Unsubscribe
Mute
Go for it! \
Print

JustFash Reportspam
SignUp To G Add to Tasks

NEW IN FLASHS Help & feedback
TOPS SHOES BOTTOMS
ACCESSOIRES HOT SALE

# SPEND MORE,

MARK AS SPAM ~ swewore
9
< AV
**xSPAM*** Choosing A Low
. . . Performing Real Estate Agent
» Generic Android email Could Cost You
. Homelight Online
» Open email
« ” . This offer is for ljlnil Thread (2)
» Choose “more” lower right
« ” Don't Choosea Move
’SeIeCt mark aS Spam Real Est: Save as file
©'HO" Mark as spam
Don't Cho Addtovips
Perfo Create event
Real Est:¢
Print
HomeLiaht has anawecu = s
M A R K AS S P A M Rf‘:y léu(()‘lj.\ll H;zm [)ch Mi)l
Il o] <
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----- Forwarded Message -----

=<3
From: Email Admin <rg_clarke@outlook.com> N ‘
= attnet YAHOOQO!

—
To: user@update.com <user@update.com>

Sent: Tuesday, February 9, 2021, 11:31:14 AM CST
Subject: I Suspicious Log-In, Secure Account Now !! <no-reply>

Dear Valid User,

Someone on an unrecognized device attempted to sign in to your mail account.
This sign in attempt was made on:

Device: Firefox, Windows NT

When: February 9, 2021 2:02:44 AM PST

Where: Nigeria

IP: 154.118.12.27

If this was you, you're all set!

Didn’t sign in recently? Kindly follow the instructions below to protect your account.
Secure Account Now

NOTE: Ignorance will lead to account shut down in 24hrs. Thank You.
Privacy Policy | Terms of Service | Customer Support
©2021 Currently AT&T Yahoo
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» Phone calls

»Online ads

Support X

&= <D WK | nupsivewalertscan001.com/error730aB4-0983

> Pop_up Warnings *** COMPUTER SCAN - ALERT ***

Suspicious activity detected on your computer. Contact a live technician now.
1-888-709-5348 (Toll Free)

TECH SUPPORT SCAMS

https://www.consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams
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Tech support scams are
» Computer problem common.
> Update all software In 2019, the FIC received
> Go to someone you know more than 100,000 reports
» If scammed about these scams from
» Contact credit card people like you. Add your
company or bank right away |voice.
» Change password right Report tech support scams
away to the FTC. Email at
» Report tech support scams spam@uce.gov.
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SECURITY » Doorbells
DEVICES » Outdoor cameras

» Indoor cameras
» Motion sensors
»Lights
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»Ring owned by Amazon
» Blink owned by Amazon
» Nest owned by Google

» Kuna

» Toucan

» SimpliSafe
BRANDS
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Smarter homes. ‘
Safer neighborhoods. z

HOW THEY WORK
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Straight forward Good tech
instructions support
Generally Access from
wireless so SmartPhone or
connect to WiFi Tablets

INSTALLATION
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» Passwords The Great Pretender — th3gr3aTpr3t3nd3r@

»Online shopping Credit card / virtual credit card

» VPN

> HttpS: \ \ Physical Public network

channel

(Internet)

» Social media

X

> Privacy Local Local
K network
4 ClOUd netw Virtual, private & \
L. . _ / secure channel ‘ ;
» Antivirus =

Client

OTHER TIPS B heps:/
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» Strategies for Staying Safe and Secure Online
»Scams & Fraud
» Kapersky
» Top 10 Internet Safety Rules & What Not to Do Online
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‘. Q&A
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